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DSMETER’s NLM-based Technology enables:

• Track eDir/LDAP/NDS logins and logouts
Audit login and logout activity for your entire Tree. You 
can refine tracking to be by specific container or contain-
er branch membership. Track LDAP Authentications such 
as those used during GroupWise Logins. Reports indicate 
total time logged in, the server(s) where authentication 
occurred and the workstation IP address used.

• Capture failed login attempts
Find out what eDir/NDS and Bindery accounts have  
attempted to login with a bad password. You will also 
discover login attempts that are being issued for accounts 
that do not exist including the login name specified. You 
can even be alerted immediately if an account becomes 
locked due to Intruder Lockout!

 • Alert on eDirectory replica errors
Receive alerts of eDirectory replica errors, including stuck 
obituaries, hung login scripts, sychronization/time errors, 
transitory errors and more. Each replica on the server is 
tracked individually. Know when your eDirectory’s health 
is compromised.

• Detect file/folder actions
[For NetWare File Systems] Monitor File Create, Copy,  
Delete, Open, Write, Read, Salvage and Purge actions. 
Scope tracking to where you need it. Tracking options  
include: by server, volume, directory, file, file extension 
and use of wildcards with any of these options. Exclude 
collection of unwanted actions. Know who did what, 
where, when and even their workstation address. Email 
and NetWare popup alerts are available.

• Prohibit file/folder actions
[For NetWare File Systems] Protect all EXE files from acci-
dental, intentional or viral modification. Deny unauthorized 
application installations. Deny creation and/or modification 
of files based upon any criteria you specify. Now you can 
block creation of any file type such as MP3s. Email and 
NetWare popup alerts are available.

 

• Track eDir/NDS account actions
Discover all accounts where Supervisory privileges are being 
granted including existing accounts that are being elevated 
with Supervisory privileges. Track selected objects only. All 
changes to security settings are reportable. All accounts 
created and deleted can be captured for your entire Tree 
or for specific container branches. Know when accounts 
are enabled or disabled. Full eDir/NDS attribute tracking is 
also included. Email and NetWare alerts are available for 
attribute modifications.

• Restrict eDir/NDS object creation by object class
Keep your accounts under control by denying unauthor-
ized account creation and deletion activity by object class. 
Ordinarily a user with create and delete permission can 
create and delete an object of any type, this includes server 
objects, groups, printers, containers, and so on.

• Uncover hidden eDir/NDS objects 
Schedule scans of your Tree to seek out any hidden objects. 
Automatically disable login for any hidden user accounts 
found. Optionally unhide any objects found. Email and 
NetWare alerts are available.

• �Track and alert on selected NetWare server  
activity
Be on top of actions occurring at your NetWare servers. 
Volume space alerts when volumes are filling up; users 
running of space per their restricts; folders exhausting 
space per restrictions. NLMs Loaded and Unloaded. Server 
Last Reboot, Cache Buffers too low, CPU % exceptions.

• Administrator alerts
Receive Email and NetWare popup alerts when Supervisor 
privileges are granted to your File Systems and/or eDir/NDS. 
Additionally, alerts can be sent when a wrong password is 
used to login to eDir/NDS. With DSMETER, you will know 
how your network is being used at the level of detail you 
require.

DSMETER version 3 has been designed for use 
on all Intel/AMD-based NetWare 5.x through 
NetWare 6.x servers. 
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